

Drupal Theme (10.4.5 to 10.5) Update for NIPR MISSEE
Is this an ASI? No
Change Name\ Change Title: Drupal Theme (10.4.5 to 10.5) Update for NIPR MISSEE
Coordinator group: J6
JP Organization making the change: J6
Gov’t Sponsor Name: Shelly Yiu		
Gov’t Sponsor Phone: 571-294-9306
Gov’t Sponsor Email: shelly.l.yiu.civ@mail.mil
Implementer's Name: Gregory Early Jr
Implementer’s Phone: 301-751-0385
Implementer’s Email: Gregory.c.early.ctr@mail.mil
Project Number (if applicable): N/A
Implementation Start Date\Time: 12/10/25@1400
Implementation End Date\Time: 12/10/25@1400
Impact: Low
Urgency: Low
Change environment: Test MISSEE – ipm.test.pentagon.mil
Configuration Items, CRQs, INCs, WOs: None
[bookmark: _Hlk212637253]Servers: 
	Server Name
	DNS
	IP Address

	extntwcoea3mc                            
	extntwcoea3mc.ext.rsrc.tosd.mil    
	160.136.182.10



List Supported Customers: IPM website users
Estimated Number of Customers: ~100
Customer Impact: No impact
Customer Communications: This change has been coordinated with application owners.
[bookmark: _heading=h.nxqpebhsvts][bookmark: _Hlk213313833][bookmark: _Hlk213312640][bookmark: _Hlk213312740]Description of Change: This change is requested to upgrade a Drupal CMS (Content Management System) version (from 10.4.5 to 10.5) in order to be U.S. Pentagon security compliant.
Implementation Steps: 
We will follow the following steps to apply the update:
 
1. Preparation and Pre-Upgrade checks:
· SSH into the dev server.
· Go to the Drupal root directory:
cd /var/www/html   # adjust path if needed
· Take a quick backup of current files
mkdir -p /backups
tar czf /backups/dev-before-ipm15.0-$(date +%F).tar.gz 

2. Upload and Extract the Package
· Copy ipm15.0.zip to the Drupal directory (using any method)
· Create a temporary extraction folder and unzip:
mkdir /tmp/ipm15.0
unzip ipm15.0.zip -d /tmp/ipm15.0

3. Replace Files
Copy new core files from the extracted folder to the live Drupal directory (without deleting any existing files):
· rsync -av /tmp/ipm15.0/ /var/www/html/

Post-Upgrade Verification:

Review Logs: 
We will need to check the server and Drupal logs for any errors or warnings.

EMASS ID:657
Upgraded Hardware/Software:
An update to the Drupal theme version (10.4.5 to 10.5) will be made.
Post change (success criteria) testing:
The Drupal 10.5 upgrade is considered successful when:
1. [bookmark: _heading=h.39it68uzaesn]Verify Drupal Version:
Admin UI: Log in as administrator, navigate to `Reports > Status report` (`/admin/reports/status`). Confirm "Drupal version" displays `10.5.x`.
Drush: Run `drush status` in your project root. Confirm "Drupal version" shows `10.5.x`.
Composer: Check `composer.lock` for `drupal/core` and `drupal/core-recommended` to ensure their versions are `10.5.x`.
2. Database Updates:
Drush: Run `drush updatedb` again (it should report "No pending updates").
Admin UI: Check `Reports > Status report` for any "Pending database updates" warnings.
3. Cache Clear:
Drush: Run `drush cr` to ensure all caches are rebuilt.
Admin UI: Navigate to `Configuration > Development > Performance` and click "Clear all caches."
4. Status Report Review:
Thoroughly examine the `Reports > Status report` page for any new errors, warnings, or critical messages related to PHP, database, modules, or services.
5. Log File Review:
Check `Reports > Recent log messages` (`/admin/reports/dblog`) for any errors or warnings generated immediately after the upgrade process.  Review your server's PHP error logs and web server logs (Apache/Nginx) for any critical errors.
Rollback Plan: 
[bookmark: _Hlk212208656]If needed, J6 can revert the change based on the availability of the following capabilities. Otherwise, any fixes will require a re-upgrade and manually fixing issues:
1. A backup will be verified
· A database dump from before the upgrade
· A codebase backup (the full site files and Composer setup)
· A files directory backup (sites/default/files)

2. The database will be restored (This restores the database to its pre-upgrade schema and data)
We will be working from a pre-upgrade dump (for example, db-backup-before-10.5.sql):
drush sql-drop -y
drush sql-cli < db-backup-before-10.5.sql
 
3. Revert the codebase to 10.4.5
We are using Composer, so we will run:
composer require "drupal/core-recommended:10.4.5" \
                 "drupal/core-composer-scaffold:10.4.5" \
                 "drupal/core-project-message:10.4.5" --update-with-all-dependencies
Then clear caches:
drush cr

4. Revert contrib module versions
The modules/themes along with the core will not be upgraded,  therefore the  modules/themes along with the Drupal core, will match the versions used before 10.5.  We will check composer.lock, then restore those versions via: composer require drupal/[module_name]:[old_version]

5. Rebuild caches and verify
Once the code and database match 10.4.5 state:
drush cr
drush updb
Then test:
· Admin login
· Content editing
· Custom modules/themes
· Logs (admin/reports/dblog)

Change Type: Normal
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